Many mobile applications can be greatly enhanced when provided with the locations of people and devices. Ultrasonic location systems have been shown to supply location information with centimeter accuracy at high update rates. Such high-performance systems, however, have relied upon a centralized or coordinated architecture, preventing the user from being in control of how their location information is handled and thus giving rise to privacy concerns.
Introduction
To meet the needs of mobile and context-aware applications that depend on location information, a number of positioning systems have been developed [4] . Much research on in-building context-aware applications and their associated location systems has focused on the office environment. Applications of these systems include receptionist aids, mobile desktop control, nearest-printer services, and augmented reality. For such applications, ultrasonic location systems have been applied because they can reliably provide fine-grained location data at high update rates [1] .
To achieve this level of performance while tracking many people and devices, current indoor ultrasonic location systems require centralized or coordinated architectures, wherein data is gathered and locations are calculated, stored, and disseminated by a centrally-controlled service. Centralized systems might be deemed acceptable for some * Mike Hazas is now affiliated with Lancaster University, and can be contacted at hazas@comp.lancs.ac.uk. environments, such as offices and research labs. If it can be assumed that location data will not be shared with outside parties, and will not be used to "spy" on employees, users may consent to having their location data managed by a central service. By doing so they can benefit from additional convenience and functionality afforded by context-aware applications distributed throughout their environment.
However, user privacy becomes more critical when public areas, such as museums, supermarkets, or government buildings, are to be equipped with location systems [5] . Examples of indoor applications in public spaces that utilize fine-grained location data are electronic tour guides, moving maps, and environmental resource discovery. With many different public buildings, each having its own tracking infrastructure, it might be harder to guarantee that centrally-administered location data will be handled appropriately.
Ultrasonic location systems which avoid centralized administration of location data have previously been developed [8, 10] . However, these systems lack the update rate of centralized ultrasonic location systems. This is because the systems suffer from fundamental multiple access problems; efforts must be made to ensure that transmitters broadcast at different times, mandating compromises in aspects of system performance.
In this paper, we present a privacy-oriented ultrasonic location system which can achieve accuracies and update rates competitive with centralized systems. First, we review previous work on ultrasonic location systems, and propose a novel privacy-oriented location system. We then discuss the principles of the system in detail, including its architecture, signal structure, and positioning methods. Finally, we describe a prototype implementation of the proposed system, and we characterize its performance.
Related work and motivation
Ultrasonic location systems commonly use the measured propagation delay, or time-of-flight, of signals between ultrasonic transmitters and receivers to perform positioning. The propagation delay is related to the physical distance be-tween the transmitter and receiver by the speed of sound in air. A number of propagation delays are collected between fixed transmitter or receiver units with known locations, and a mobile unit with an unknown location. By using algorithms based on the principles of multilateration, the location of the mobile unit can be found. Either ultrasonic receivers are placed at known locations in the environment and transmitters are worn by people or affixed to objects to be tracked, or vice versa.
For example, in the Bat system [1] , a small tag attached to a person or object sends a single, uncoded ultrasonic pulse when radio-triggered by a central system. A network of ceiling receivers gathers pulse times-of-flight, and the system uses them to compute a 3D position estimate for the tag. The radio trigger serves to accurately synchronize the transmitter and receivers, and is coded with the tag's identifier to prevent multiple tags from transmitting simultaneously-were this to occur, receivers could not ascribe the uncoded ultrasonic signals to the correct tags. 95% of the readings are accurate to within several centimeters, and for a single tag, an update rate of 50 Hz is theoretically possible. However, the storage and dissemination of location information is centrally controlled and administered. Users must trust that the data will be handled responsibly.
The Constellation system [2] works in the inverse way. A mobile unit with several ultrasonic receivers triggers a surrounding infrastructure of transmitters with an infrared signal. The transmitters, placed at fixed, known points in the environment, react to the infrared signal by emitting an ultrasonic pulse. The ultrasonic pulse time-of-flight measurements then allow the mobile unit to calculate its own position with accuracies of 5 mm.
Privacy-oriented systems
Ultrasonic location systems which are meant to allow sufficient security and control for the privacy-conscious user should have two properties: (1) a user's presence is not advertised, even anonymously, and (2) entities outside of the user's control are not entrusted with gathering signal times-of-arrival or with calculating the user's location; otherwise, these entities may relay that data to other parties without permission.
In order to have the first property, the location system should be designed such that mobile units do not need to emit any sort of detectable signal. By detecting emission of a signal, an observer might be able to infer the number of users present in an area. To have the second property, a mobile unit must use its own sensors to detect ranging signals broadcast from places in the environment, thus avoiding reliance on external sensing devices. Additionally, the mobile unit must have knowledge of the surveyed locations of the environmental transmitters, so that it may calculate its posi-tion autonomously using the times-of-arrival it gathers.
Neither of the systems presented above have both of these properties-however, some work has already been done in this area.
2.1.1. Cricket. In the Cricket system [8] , units called beacons are placed on the ceiling. Each beacon periodically emits an identifying radio signal and an uncoded ultrasonic pulse simultaneously. Users carry a mobile receiver called a listener. When a listener detects a radio signal, it measures the relative time-of-arrival (the time-of-flight) of the corresponding, slower ultrasonic pulse. Beacons only transmit four times each second to minimize the probability that two transmission windows for nearby beacons overlapthis would make it impossible for a listener to match an incoming ultrasonic pulse to its identifying radio signal.
In one set of experiments with Cricket [9] , ultrasonic pulse times-of-flight from four beacons in a room were used to estimate the listener's 3D position. The mode of twentyfive distance samples from each beacon was used as the actual transmitter-to-receiver distance, in order to minimize the effects of reflections and environmental ultrasonic noise. Tests were run with a listener in four different locations, yielding 3D accuracies between 5 and 25 cm. Since twentyfive distance samples were gathered from each beacon, a single location update would take an average of over five seconds to produce.
Low-cost indoor positioning system. Randell and
Muller describe a system [10] which allows wearable and mobile computers to autonomously compute their position. Four ultrasonic transducers are placed at the corners of a square on the ceiling, and are wired to a controller. The controller sends a radio trigger, and then issues an ultrasonic pulse from each of the four transducers in succession. A mobile receiver unit, synchronized by the radio trigger, measures the ultrasonic pulse times-of-flight, from which it estimates its location with 3D accuracies between 10 and 25 cm. The update rate of the system is several hertz.
Enhancing privacy-oriented systems
Compared to a location system such as the Bat, the privacy-oriented systems have far slower update rates. Their performance is limited because sufficient time must be allowed for each ranging signal transmission to ensure that receivers can match the signal to its originating transmitter.
All the above location systems use narrowband ultrasonic signals, typically uncoded pulses. 1 Because these signals are uncoded, their identity must be conferred by other wireless means, such as the radio signal accompanying the ultrasonic pulse in the Cricket system. To ensure that ultrasonic pulses can be correctly identified by receivers, the systems must arrange that two pulses are never in flight in the same area simultaneously, thus limiting the rate at which ranging signals can be sent. We propose below a new privacy-oriented system which utilizes broadband ultrasonic transmitters and receivers to avoid the above limitations. With a broadband ultrasonic channel, multiple access signals can be employed. Although we have previously described a broadband centralized system which has some similar attributes [3] , the system presented in this paper has a fundamentally different operation, and affords new advantages for privacy-oriented location awareness.
System principles
In this section, we discuss the architecture, signaling scheme, and positioning algorithms of the proposed privacy-oriented broadband ultrasonic location system. Figure 1 shows the architecture of the proposed system. Broadband ultrasonic transmitters placed at fixed locations on the ceiling simultaneously broadcast ranging signals. The transmitters emit their ranging signals at welldefined times, and are synchronized using a wired or wireless link. Mobile devices equipped with broadband ultrasonic receivers are carried by users and attached to objects, and detect the times-of-arrival of the ultrasonic ranging signals. Each device can independently compute its location, using the detected signal times-of-arrival and the known 3D coordinates of the fixed transmitters. The mobile units do not rely on outside entities to perform measurements or location calculations, and do not advertise their presence.
Architecture

Signal structure
Since all the fixed transmitters are active simultaneously, their signals must be coded in such a way that mobile receivers can distinguish between them. Solutions to this problem include direct sequence spread spectrum, code division multiple access (DS/CDMA) and frequency-hopped signals-this paper considers DS/CDMA signal structures.
DS/CDMA signals can be created by using binary Gold codes to phase modulate a carrier frequency [12] . DS/CDMA ranging signals based on Gold codes are used in the Global Positioning System (GPS) [7] . All GPS satellites constantly transmit on the same carrier frequency, each modulating the carrier by its unique Gold code. A GPS receiver unit measures the signal times-of-arrival from multiple satellites and estimates its position.
Similarly, Gold codes can be used to spread the spectrum of the transmitter ranging signals in an indoor ultrasonic location system. A unique Gold code can be assigned to each fixed environmental transmitter, allowing mobile units to directly distinguish between their ranging signals. However, by applying the Gold coding to an ultrasonic carrier, the signal energy is spread over a wide range of frequencies, and so the coded signals must be sent and received using ultrasonic transducers with a wide bandwidth.
Each mobile unit can locally generate the signal it might expect to see from each transmitter, since it has knowledge of the Gold codes in use. The locally-generated signals are correlated against the incoming ultrasonic signal. A large peak in a correlated sequence is interpreted as a successful detection, enabling a time-of-arrival to be deduced from the time offset of the peak correlation. This time-of-arrival can then be used in positioning calculations.
The rate at which time-of-arrival estimates can be generated is dependent on the length of the Gold code being used. Longer codes require longer correlation times, and result in lower update rates.
Positioning methods
This section describes two methods by which signal times-of-arrival can be used to calculate the mobile unit's position, each method associated with a different mode of receiver operation.
Conventional multilateration.
Synchronous receivers know when ranging signals depart from transmitters, and can directly measure the signal times-of-flight. Using an estimate of the signal's propagation speed, a transmitter-to-receiver distance can then be calculated.
A receiver operating synchronously can collect a set of transmitter-to-receiver distances and use a multilateration algorithm to compute an estimate of its position. More specifically, a roaming receiver's location (u, v, w) can be related to the distance measurement d i to a given transmitter i, and the transmitter's surveyed 3D location (x i , y i , z i ). For a set of transmitter-to-receiver distances the relationship is expressed as
At least three transmitter-to-receiver distances are needed in order to perform multilateration. Using four or more distances allows an estimate of the standard error of the location result to be calculated. The standard error can be used to represent how well all the distances agree with the location result produced by the multilateration process.
Synchronous units tend to produce good location results, since the time-of-flight measurements allow reliable and accurate estimation of the true transmitter-to-receiver distances. However, a wireless synchronization signal must be sent to the mobile unit to guarantee synchronous operation.
Pseudoranging.
Asynchronous receivers do not have explicit knowledge of when ranging signals depart from transmitters. Rather, they only know when transmitters send their signals with respect to one another. With this knowledge, it is possible for a receiver to gather a number of times-of-arrival and calculate its position, despite the fact that it cannot measure signal times-of-flight directly.
Since the transmitter-to-receiver distances are unknown, conventional multilateration cannot be applied. However, a receiver can pick an arbitrary point in time from which to reference its signal time-of-flight measurements. Assuming knowledge of the times when transmitters broadcast relative to one another, the receiver can create a set of pseudoranges.
Pseudoranging is also performed by GPS receivers. The pseudoranges are not the actual transmitter-to-receiver ranges; instead the gathered pseudoranges have an equal offset from the true transmitter-to-receiver distances [7] . The distance offset is directly related to the difference between the time at which the transmitters began sending their ranging signals and the time arbitrarily chosen by the receiver to begin taking data. This time differential is known as the receiver clock offset.
If the clock offset is negative, then the time arbitrarily chosen was before the transmitters began sending their ranging signals, and the pseudoranges are longer than the true ranges. If the clock offset is positive, then the receiver's chosen time is late, and the pseudoranges are too short.
The distance offset due to receiver clock offset must be incorporated in the model used in the multilateration process. The relationship of equation 1 thus becomes
where d c is the distance offset common to all pseudoranges andd i is the pseudorange to a particular transmitter. To per-form multilateration, four pseudoranges are required, since the unknown distance offset must be estimated in addition to the receiver's 3D coordinates. If a measure of the standard error is desired, five or more pseudoranges are needed.
Asynchronous receivers have the disadvantage that they must gather one more signal time-of-arrival in order to compute a location. Also, their location estimates tend not to be as accurate, since the algorithm must fit four parameters to the data instead of three (equation 2). However, the advantage of asynchronous receivers is that they do not need the capability to receive a wireless synchronization signal.
Transmitter synchronization
For both of the positioning methods described in section 3.3, receivers must have knowledge of the relative times at which the transmitters send their ranging messages. This implies that each transmitter must also have knowledge of the time at which it is to begin sending, relative to the other transmitters. Of course, all of the transmitters in one ultrasonic space could be interconnected, allowing them to share a common clock. However, this makes the installation of large-scale systems labor-intensive, since deployment of ceiling transmitters is more difficult.
One alternative is to deploy the transmitters in an ad hoc fashion, requiring only that they be affixed to a location and surveyed. A system-wide wireless beacon would then be provided, allowing transmitters to synchronize the transmission of their ranging messages. Mobile receivers could also use the system-wide beacon to operate synchronously.
As with many infrastructural systems, there is a trade-off between the costs of initial set-up and regular maintenance. Their relative overheads will depend on the way in which the transmitters in the environment are powered and synchronized. For example, transmitters which are powered by mains and synchronized using a wired link will require a labor-intensive installation, but very little upkeep. On the other hand, battery-powered transmitters which use radio signals for synchronization would have a simple installation involving only placement and surveying, but periodic battery replacement for the transmitter units will be needed.
Prototype implementation
Prototype broadband ultrasonic transmitters and receivers, collectively referred to as Dolphin units, have been previously described [3] . The units employ piezopolymer film transducers to achieve much higher bandwidths than piezoceramic transducers. The above-noise bandwidth of the ultrasonic channel between a Dolphin transmitter and receiver was shown to be about 75 kHz at one meter, although at room-scale distances the signal-to-noise ratios at the receiver are generally low [3] . DS/CDMA signal structures are appropriate for this channel, because they make high processing gains to counter low signal-to-noise conditions more easily attainable than other multiple-access methods, such as frequency hopping.
To implement a system with the architecture described above, fixed Dolphin transmitter units were connected, via a signal synthesis card, to a workstation PC which generated the spread spectrum ranging messages. A Dolphin receiver, acting as the mobile unit, was connected via a data acquisition card to the same PC, which performed the correlation detection and position calculation operations. 2 A temperature sensor was also connected to the PC, allowing the speed of sound in air to be estimated accurately.
The spread spectrum ranging messages sent by the transmitters consist of a 50 kHz carrier, phase modulated by a 511 bit Gold code. The Gold code was applied at a rate of 20 kHz, giving the ranging message a duration of approximately 25 ms. Each transmitter was assigned a unique Gold code. The transmitters sent their ranging messages cyclically, meaning that the beginning of one 511 bit code cycle immediately followed the end of the previous cycle. The transmitters were configured to begin their ranging message cycles simultaneously.
Transmitter placement. It is important to maximize the number of transmitters from which a mobile unit can receive signals at any point in space-for each positioning method in section 3.3, there is a minimum number of signals that must be resolved to compute the mobile unit's position, and any further resolved signals can be used to increase the accuracy of the position solution.
The placement of ceiling transmitters has a large effect on the number of signals a roaming receiver will be able to resolve. Our approach to transmitter placement was to arrange several transmitters on the ceiling to cover a small volume, designated a unit cell. Larger volumes could then be covered by adjacent, tessellating cells.
The unit cell contains four transmitters, positioned at the centers of the vertices of a 1.2 m square. Typical room sizes will require a tessellation of the 1.2 m × 1.2 m cells. Figure 2(a) depicts the situation where there are multiple adjacent cells. 3 As shown by figure 2(b) , the area covered by several transmitters (i.e. the area of operation of the system) increases with distance from the ceiling.
Moreover, the tessellation of cells means that many positions in a room may benefit from coverage from more than four transmitters, since additional coverage is provided by transmitters in adjacent cells. This is demonstrated by figure 3 , which shows a detail of the transmitter coverage for two different heights.
Experiments
Tests were conducted in order to assess the accuracy of the privacy-oriented location system. This section describes the test procedure, presents the measurement results, and evaluates the safety of the system. 
Test procedure
A Dolphin receiver was placed at each of a number of test points in a small (3.5 m × 2.6 m) office. Seven transmitters were placed on the ceiling and arranged on a 1.2 m grid to form two adjacent unit cells covering that area. The test points were comprised of sixteen points on a 0.5 m grid, at each of four different heights (approximately 0.8 m, 1.3 m, 1.8 m, and 2.2 m from the ceiling). Measurements were taken to assess system performance, for both synchronous and asynchronous receiver operation.
Five hundred readings were taken at each of the sixtyfour locations. For the location results, it was required that the standard error be computed so that a returned position could be assessed in terms of how well the signal times-ofarrival "fit" together. In order to guarantee that the standard error could be calculated, four transmitters had to be detected by the synchronous receiver, and five transmitters by the asynchronous receiver. Readings in which the receiver detected too few transmitters were discarded. In addition, location results having a high standard error were discarded. Figure 4 shows the error distributions of the returned location readings for both a synchronous and an asynchronous receiver. Figure 5 shows the fraction of readings returned by receivers against their distance from the ceiling.
Results
Accuracy.
As the results show, the 3D accuracy of a synchronous receiver is better than 5 cm in 95% of cases. This is similar to the performance of centrally coordinated location systems, and is better than the accuracy of both of the privacy-oriented systems described in section 2.1.
The 95% accuracy of an asynchronous receiver is much worse-over 25 cm. This is because the nearly coplanar placement of ceiling transmitters creates an interdependency between two of the estimated parameters-the distance offset d c and the vertical component of position w (equation 2). Figure 4(b) shows clearly that the vertical error component contributes far more to the 3D position error than the horizontal error component. However, many indoor context-aware applications require only that the horizontal positions of people and objects be fine-grained; the vertical component tends to be less significant. Although the asynchronous receiver's 3D accuracy is much worse than that provided by a coordinated location system, it can still provide location data with a horizontal 95% accuracy of approximately 8 cm.
Fraction of readings returned.
The average fraction of readings returned by the asynchronous receiver over the test space was 48%, as opposed to 67% for the synchronous receiver. This is because the asynchronous receiver needs to detect at least five signal times-of-arrival to calculate its location and an error estimate, whereas the synchronous receiver only requires four. Thus, the asynchronous receiver had to identify five of the seven available transmitter signals.
At heights close to the ceiling, many receiver readings failed to return enough times-of-arrival to perform multilateration, as shown by figure 5-when the asynchronous receiver was less than one meter from the ceiling, the number of readings returned dropped below ten percent. This effect occurred because there were only two unit cells over the measurement volume; further adjacent unit cells would have provided far more coverage ( 
Safety evaluation
Acoustic measurements were taken in the room with all seven transmitters active. Total ultrasonic sound pressure level varied from 69 dB near the floor to 87 dB at 20 cm below the ceiling. These levels fall well within safety guide-lines, the most conservative of which require that levels not exceed 100 dB throughout most of the ultrasonic range [6].
Considerations for a deployable system
Receiver signal processing. In the experiments presented in this paper, Fast Fourier Transform (FFT) operations running in software on the workstation PC were used to correlate the received signals with the expected spread spectrum waveforms. Since FFTs are computationally expensive, specialized hardware correlators would most likely be employed in a deployable version of the mobile receiver unit. Miniaturization of an integrated receiver unit is certainly feasible-GPS receivers, which perform essentially the same operations at much higher speeds, have been successfully engineered to fit into PCMCIA cards.
When many transmitters are co-located, DS/CDMA systems often use power control to avoid near-far problems (interference due to imbalances in transmitter signal strengths as seen by the receiver). Transmitter power control would be impractical in a privacy-oriented location system because each receiver sees a signal of different strength from each transmitter. However, successive interference cancellation processing can be used to correct for signal strength imbalances at the receiver if near-far issues arise [11] .
Transmitter power provision. In situations where ranging signals are sent continuously, and fixed power infrastructure is inappropriate, the power requirements of the Dolphin prototype transmitters (over one watt) would be too high for feasible battery-powered operation. A number of changes to the prototype units to provide low power operation, including component selection and operating voltage reduction, have been proposed elsewhere [3] .
Code reuse. If the location system is to cover a large building, the number of transmitters can easily exceed the number of Gold codes available, which depends on the code length. One response would be to increase the length of the Gold codes being used, but this would decrease the achievable update rate of the system. This situation forces the reuse of codes, wherein several transmitters in the system broadcast using the same Gold code. To avoid interference, transmitters assigned identical Gold codes should not be placed in the same ultrasonic space. Furthermore, with multiple transmitters in the system broadcasting the same code, it is no longer possible for receivers to directly associate a single transmitter's identity and known coordinates with a unique Gold code. In this case, it is necessary for the transmitters to uniquely identify themselves using some other method. 4 Additional information can be sent over the broadband channel by further phase modulating the transmitted Gold code sequences with a sequence of data bits, which are then decoded at the receiver. This strategy could be applied in a large-scale broadband ultrasonic location system. Together with the Gold code itself, a short sequence of transmitted bits would allow a receiver to uniquely identify a transmitter. Alternatively, a transmitter can simply send its 3D coordinates as the modulating bit stream.
Conclusions
In this paper, we have proposed a privacy-oriented broadband ultrasonic location system. It performs spread spectrum ranging using Gold codes to allow simultaneous multiple access. Positioning algorithms were presented for both synchronous and asynchronous receivers, and methods were outlined for large-scale deployment of the proposed system.
Our experiments show that broadband ultrasonic location systems can provide accurate and timely information for privacy-sensitive context-aware applications. The broadband nature of our solution means that many transmitters can broadcast simultaneously in the same room, since receivers can directly identify incoming ranging signals. Consequently, our system has a highly competitive accuracy and a superior update rate when compared to previous privacy-oriented ultrasonic location systems.
